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MPC180 Security Processor
Technical Summary

This document provides an overview of the MPC180 security processor, including a brief
development history, target applications, key features, typical system architecture, as well as
an MPC180 architectural overview.

1 Development History

The MPC180 is the first in the Smart Networks platform’s S1 family of security processors
developed for the commercial networking market. It is derived from security technologies
Motorola has developed over the past 30 years, primarily for government applications. The
third-generation execution units (EUs) in the MPC180 have been previously used in products
for wireless base stations and secure wire-line communication.

2 Typical Applications

The MPC180 is suited for applications such as the following:
* SOHO and low-end routers
e XDSL access equipment
e |ISDN access equipment
e Wireless base stations
e Broadband access
«  WAPgateways
¢ DSLAMS
e Customer premise equipment (CPE)

3 Features

The MPC180 is a flexible and powerful addition to any networking system currently using
Motorola’ s MPC8xx or MPC826x family of PowerQUICC™ communication processors. The
MPC180 is designed to off-load computationally intensive security functions such as key
generation and exchange, authentication, and bulk data encryption.

The MPC180 is optimized to process al of the algorithms associated with 1PSec, IKE,
WTLS/WAP and SSL/TLS. In addition, the MPC180 is the only security processor on the
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market capable of executing the elliptic curve cryptography that is especially important for secure wireless
communications.

MPC180 features include the following:

Public key execution unit (PKEU), which supports the following:
— RSA and Diffie-Hellman
— Programmable field size 80- to 2048-bits
— 1024-bit signature time of 32ms
— 10 IKE handshakes/second
— Elliptic Curve operationsin either F2mor Fp
— Programmable field size from 55- to 511-bits
— 155-bit signature time of 11ms
— 30 IKE handshakes/second
Data encryption standard execution units (DEUS)
— DES and 3DES algorithm acceleration
— Twokey (K1, K2, K1) or Three key (K1, K2, K3)
— ECB and CBC modes for both DES and 3DES
— 15 Mbps 3BDES-HMAC-SHA-1 (memory to memory)
Message authentication unit (MAU)
— SHA-1 with 160-hit message digest
— MD5 with 128-bit message digest
— HMAC with either algorithm
ARC four execution unit (AFEU)
— Implements a stream cipher compatible with the RC4 algorithm
— 40- to 128-bit programmable key
— 20 Mbps ARC Four performance (memory to memory)
Random Number Generator (RNG)
— Supplies up to 160 bit strings at up to 5 Mbps data rate
Input Buffer (4kbits)
Output Buffer (4kbits)
Glueless interface to MPC8xx system or MPC826x local bus (50MHz and 66MHz operation)
DMA hardware handshaking signals for use with the MPC826x
1.8vVdd, 3.3v /O
100pin LQFP package
HIP4 0.25mm process

4 Typical System Architecture

The MPC180 workswell in most oad/store, memory-mapped systems. An external processor may execute
application code from its ROM and RAM, using RAM and optional non-volatile memory (such as
EEPROM) for data storage. Figure 4-1 shows an example of the MPC180 in an MPC8xx system, and
Figure 4-2 shows the MPC180 connected to the local bus of the MPC826x. In these examples, the MPC180
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resides in the memory map of the processor; therefore, when an application requires cryptographic
functions, it reads and writes to the appropriate memory location in the security processor.
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Figure 4-1. MPC8xx System Example
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Figure 4-2. MPC826x System Example

5 Architectural Overview

The MPC180 has a slave interface to the MPC8xx system bus and MPC8260 local bus and maps into the
host processor’ smemory space. Each encryption algorithm is mapped to aunique address space. To perform
encryption operations, the host reads and writes to the MPC180 to setup the execution unit and, then,
transfers data to the execution unit directly or through the external bus interface.

In FIFO mode, the MPC180 accepts data into the 4-Kbit input buffer and returns burst data through the
output buffer. In thisway, the host can automatically transfer bulk datathrough agiven EU. This minimizes
host management overhead and increases overall system throughput. Once the host configures the external
bus interface (EBI), it receives an interrupt only after all data has been transferred or processed by the
MPC180.
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Figure 5-1. MPC180 Block Diagram

The interrupt controller organizes hardware interrupts coming from individual EUs into a single maskable
interrupt, IRQ_B, for the host processor. Multiple internal interrupt sources are logically ORed to create a
single, non-prioritized interrupt for the host processor. The controller lets the host read the unmasked
interrupt source status as well as the request status of masked interrupt sources, thereby indicating whether
agiven unmasked interrupt source will generate an interrupt request to the host processor.

6 Execution Units (EU)

The execution units (EU) are the actual processing engines that implement the most common industry
agorithms for cryptographic processing. The MPC180 has five execution units, each described below.

6.1 Public Key Execution Unit (PKEU)

The PKEU is capable of performing many advanced mathematical functions to support RSA and
Diffie-Hellman aswell as ECC in both F 2 m (polynomial-basis) and F p. The accelerator supportsall levels
of functionsto assist the host microprocessor in performing its desired cryptographic function. For example,
at the highest level, the accelerator performs modular exponentiations to support RSA and point multiplies
to support ECC. At lower levels, the PKEU can perform simple operations such as modular multiplies.

6.2 Data Encryption Standard Execution Unit (DEU)

The DEU isused for bulk dataencryption. It can also execute the Triple-DES algorithm, which is based on
DES. The host processor supplies data to the DEU as input, and this datais encrypted and made available
for reading. The session key isinput to the DEU prior to encryption. The DEU computes the data encryption
standard algorithm (ANSI X3.92) for bulk data encryption and decryption.

DESisablock cipher that uses a 56-bit key to encrypt 64-bit blocks of data, one block at atime. DESisa
symmetric algorithm; therefore, each of the two communicating parties share the same 56-bit key. DES
processing begins after this shared session key is agreed upon. The message to be encrypted (typically plain
text) is partitioned into n sets of 64-bit blocks. Each block is processed, in turn, by the DES engine,
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Public Key Execution Unit (PKEU)

producing n sets of encrypted (ciphertext) blocks. Decryption is handled in the reverse manner. The
ciphertext blocks are processed one at atime by a DES module in the recipient’s system. The same key is
used, and the DEU manages the key processing internally so that the plaintext blocks are recovered.

The DES/3DES execution unit supports the following modes.

» ECB (dectronic code book)
» CBC (cipher block chaining)

In addition to these modes, the DEU can compute Triple-DES. Triple-DES is an extension to the DES
algorithminwhich every 64-hit input block is processed threetimes. There are several waysthat Triple-DES
can be computed. The DES accelerator on the MPC180 supports two key (K1, K2, K1) or three key (K1,
K2, K3) Triple-DES.

THe MPC180 supports two of the modes of operation defined for Triple-DES (see draft ANSI Standard
X9.52-1998):

* TECB (Triple DES analogue of ECB)
e TCBC (Triple DES analogue of CBC)

6.3 ARC Four Execution Unit (AFEU)

The AFEU processes an algorithm that is compatible with the RC4 stream cipher from RSA Security, Inc.
The RC4 agorithm is byte-oriented; therefore, a byte of plaintext is encrypted with akey to produce a byte
of ciphertext. The key is variable length, and the AFEU supports 40-bit to 128-bit key lengths, providing a
widerange of security levels. RC4 isasymmetric algorithm, so each of the two communicating parties share
the same key.

AFEU processing begins after this shared session key is agreed upon. The plaintext message to be encrypted
islogically partitioned into n sets of 8-bit blocks. In practice, the host processor groups 4 bytesat atimeinto
32-bit blocks and write that datato the AFEU. The AFEU internally processes each word one byte at atime.
The AFEU engine processes each block in turn, byte by byte, producing n sets of encrypted (ciphertext)
blocks. Decryption is handled in the reverse manner. The ciphertext blocks are processed one at atime by
an AFEU in the recipient’s system. The same key is used, and the AFEU manages the key processing
internally so that the plaintext blocks are recovered.

The AFEU accepts datain 32-bit words per write cycle and produces 4 bytes of ciphertext for every 4 bytes
of plaintext. Before any processing occurs, the key data is written to the AFEU, after which an initia
permutation on the key happens internally. After the initial permutation is finished, processing on 32-hbit
words can begin.

6.4 Message Authentication Unit (MAU)

The MAU can perform SHA-1, MD5 and M D4, three of the most popular public message digest algorithms.
Atitssimplest, the MAU receives 16 32-bit registers containing a message, and produces a hashed message
of 128 bitsfor MD4/M D5 and 160 bitsfor SHA-1. The MAU alsoincludescircuitry to automate the process
of generating an HMAC (hashed message authentication code) as specified by RFC 2104. The HMAC can
be built upon any of the hash functions supported by MAU.
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Public Key Execution Unit (PKEU)

6.5 Random Number Generator (RNG)

Because many cryptographic algorithms use random numbers as a source for generating a secret value, itis
desirable to have a private RNG for use by the MPC180. The anonymity of each random number must be
maintained, as well as the unpredictability of the next random number. The private RNG allows the system
to develop random challenges or random secret keys. The secret key can thus remain hidden from even the
high-level application code, providing an added measure of physical security. The RNG is also useful for
digital signature generation.

The RNG is a digital integrated circuit capable of generating 32-bit random numbers. It is designed to
comply with FIPS-140 standards for randomness and non-determinism. The RNG creates an unpredictable
sequence of bits and assembles a string of those bits into a register. The random number in that register is
accessible to the host through the host interface of the RNG.

7 Software and Hardware Support

Customers will have access to device drivers integrated with the WindRiver VxWorks OS. Sample drivers
will also be provided to customers wishing to integrate MPC180 support into other operating systems.

Third-party support for the MPC180 includes a development system for both the MPC860 and the
MPC8260. The WindRiver/EST SBC8260C devel opment system and Zephyr Engineering ZPC860C, both
of which include a board support package, are available to accel erate customer design cycles.

8 Revision History

Table 8-1 summarizes the revision history of this document.

Table 8-1. Revision History

Revision No. Substantive Change(s)

0 Initial release.

0.1 Added revision history and updated with new template.
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